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# cat /etc/redhat -release

CentOS Linux release 7.8.2003 (Core)

~ ~

X NYdT T
2CPU

8GB
100GB HDD

HDD

= = ~ ~

XMn1™ 77 7

1TB/80CPU IBM

-

CentOS



X KeyCloak™ =~ dMAnd"

KeyCloak ( Rocket.Chat )

MySQL
DB DB

X CentOS7 = dMAnA

CentOS7

X" v NdAnA
sudo yum update -y

XJDK8 ~ dMAnNnA

keyCloak JDK8

sudo yum install java -1.8.0 -openjdk
sudo yum install wget

X KeyCloak 177 M~ d4n1°

/opt KeyCloak
KeyCloak DB

cd /opt
sudo wget https://downloads.jboss.org/keycloak/11.0.2/keycloak -11.0.2

.tar.gz
tar xfpz keycloak -11.0.2.tar.gz

X key cloak™ ™ A

vi /opt/keycloak/standalone/configuration/standalone.xml

proxy

http -listener proxy -address -forwarding="true"



- <http - listener name="default" socket -binding="http" redirect -socket
="https" enable -http2="true" read -timeout="30000"/>

+ <http - listener name="default" socket -binding="http" proxy -address-f
orwarding="true" redirect -socket="https" enable -http2="true" read -tim
eout="30000"/>

IP
<interfaces>
<interface name="management">
<inet - address value="${jboss.bind.address.management: o, Keyclo
aka > P2 —IPx }'/>
</interface>
<interface name="public">
<inet - address value="${jboss.bind.address: o Keycloako > P > —
IPx }'/>
</interface>
</interfaces>
X KeyCloak ~ 0
sudo /opt/keycloak/bin/standalone.sh - Djboss.http.port=80
XNnyMd® ™~

sudo vi /etc/systemd/system/keycloak.service
[keycloak.service]

[Unit]

Description=Jboss Application Server

After=network.target

[Service]

Type=idle

Environment=JBOSS_HOME=/opt/keycloak
JBOSS_LOG_DIR=/var/log/keycloak/ "JAVA_OPTStms64m Xmx512m XX:Meta
spaceSize=96M- XX:MaxMetaspaceSize=256rDjava.net.preferlPv4Stack=t r
ue -Djboss.modules.system.pkgs=org.jboss.byteman -Djava.awt.headless=
true”

User=root

Group=root

ExecStart=/opt/keycloak/bin/standalone.sh -Djboss.http.port=80 -b 0.0
.0.0

TimeoutStartSec=600

TimeoutStopSec=600

[Install]

WantedBy=multi user.target




# sudo systemctl daemon -reload
# sudo systemctl enable keycloak

# sudo systemctl start keycloak
X Keycloak & 4 s

KeyCloak

sudo /opt/keycloak/bin/add -user-keycloak.sh -r master -u XxXxx -p yyyy

X Nginx °~ SSLa

nginx SSL
Nginx keycloak Config nginx cetbot
URL Let's Encrypt SSL
nginx SSL
KeyCloak SSO
nginx  Config

server{
server_name key.test.com;
listen 443 ssl;
listen [::]:443 ssl;

ssl_protocols TLSv1.2;

ssl_ciphers EECDH+AESGCM:EECDH+AES;

ssl_ecdh_curve prime256v1l;

ssl_prefer_server_ciphers on;

ssl_session_cache shared:SSL:10m;

ssl_session_timeout 30m;

ssl_certificate /etc/letsencrypt/live/drv.test.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/drv.test.com/privkey.pe

ssl_dhparam /etc/ssl/certs/dhparam.pem;

sendfile on;
client_max_body_size 0;
error_log /var/log/nginx/key.error.log;

location / {

#Kke ¢ o —OdP=)" ®&<wd
proxy_pass http://192.168.1.11/;
proxy_buffering off;
proxy_set header X -Forwarded Host $host;
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proxy_set_header -Real-IP $remote_addr;

proxy_set _header
proxy_set_header
proxy_http_version 1.1;

- Forwarded For $proxy_add_x_forwarded_for ;
- Forwarded Proto https;

X

proxy_set_header X -Forwarded Server $host;
X
X

proxy_set_header Upgrade $http_upgrade;
proxy_set _header Connection "upgrade”;
proxy_cookie_path /guacamole/ /;

}

gzip on;

X Keycloak = = A

Keycloak URL
https://[Keycloak 0O 2 P 2 — FQDN]/auth/
ID/PWD Keycloak
(4 OAK

Welcome to Keycloak

8,} Administration Console > @ Documentation > &) Keycloak Project >

Centrally manage all aspeats of the Keycloak server User Guide, Admin REST AP| and Javadocs

£A4 Mailing List >

il Report an issue >

+JBoss  JBcss Community
s

o9

A-H—RFLFANT FLA
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X Rocket.Chat = = A

KeyCloak Rocket.Chat Rocket.Chat
Rocket.Chat OpeniD
OAuth Custom OAuth
Keycloak

URLK http://{keycloak_ip_address}:{port}/auth
A nNJdNMK /realms/{realm_name}/protocol/openid -connect/token

"N T AnYNJdK

"N T IDYNnNANK

A N M /realms/{realm_name}/protocol/openid -connect/userinfo
N M K /realms/{realm_name}/protocol/openid -connect/auth
K openid

NYMANYNYY NAA1AnM K access_token
Id K keycloak Rocket.Chat ID
N M A n1 KRocket.Chat [ ]
MMJdYIMAK

KeyCloak URI OAuth
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